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ABSTRACT

In this paper, an encryption-decryption scheme algorithm is presented which is proposed using chaos
neural network.Chaos-based sequence is used to achieve neural network weights. The chaos sequence
obtained is transmitted to the Artificial Neural Network, and ANN weights are modified, influencing
key generation in the encryption algorithm. In order to address the demerits of chaos-based system, it
is proposed to combine methods of ANN and chaotic cryptosystem. The resulting method, CNN,
combines the advantages of both systems which are key responsiveness and hiding the connection
between original message and encrypted message. The greater the level of architectural concurrency,
to gather results from primary diagnosis to unexpected circumstances, efficiency, and reliability are
some of the perks achieved through ANN.
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INTRODUCTION
Cryptography is a method of network security which changes the stream of data into a form

unreadable by non-authorized personnel. It is mainly used when data is communicated through an
untrusted network, like the internet. It provides safety and validation of users. The methods to
implement cryptography are based on key availability.

The working of digital computers and human brains is completely different. The human brain has
structures called neurons which it organizes to complete a particular task. Especially, recognition
functions are performed by a brain much faster than the most powerful computers. A neural network
emulates the working of a human brain so as to complete a given task. Implementation is done either
by software methods or by using electronic components.

Generation of an artificial neural network basically has two steps, first, a learning of the environment,
and second, the strength of its interconnections. These can be used to perform tasks which might be
too complex even for a human brain. Tasks can be performed based on learning and previous
experience. Operating in real time and organizing by itself are more of its advantages.

An ANN has nodes, which are interconnected and tasks are performed based on the strength of these
connections. It contains algorithms to determine effective input, updated input, bias input, and the
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method of gathering information. Recurring network, forward-feed singular layer and forward-feed
multiple layer are the network topologies used.

Process of learning includes three steps, namely, non-administered learning, administered learning
and bolstered learning. To set the connection strengths, either prior knowledge or training methods
can be used. Back propagation learning rule is used to deal with a multiple-layer network.

Chaotic mapping is the encryption of data using chaotic functions. Chaos is similar to randomness,
but is not random and is deterministic. Logistics map contains a parameter which is used as a secret
key for encryption purposes. Sinusoidal functions, non-linear shift registers, and logistics maps are
some of the non-liner functions used to generate diffusion and confusion. There are various types of
attacks that can be studied such as brute force attack, known encryption message attack, chosen
encrypted message attack, known original text attack, chosen original text attack.

The cryptographic methods have their own sets of advantages and disadvantages. One method is
superior in some aspect than the other and vice versa. So, in order to create a method such that the
disadvantages of both the methods can be minimized and the advantages of both the methods can be
maximized, the two methods (ANN and Chaos) are combined to make a chaotic neural network.

There are three major types of this system which are changing of positions, changing of values, and
some combination of both operations. The proposed method provides high security, low distortion,
and it expresses suitability for system integration. It also increases the system’s memory capacity.

OBJECTIVES
The main objective of the study is to implement sequential machine using Jordan network, and

implementation of combinational logic to choose between a ‘fully connected’ and a ‘one-network-per-
output’ type neural network and also to implement chaos cryptography for encryption and decryption,
and implementation of a combination of ANN and chaos cryptography which is Chaos-Neural
Network cryptography (CNN).

METHODOLOGY
A Jordan network was used to implement a sequential machine of finite states. The output units

contained activation values within the Jordanian network which are transmitted back to the input layer
via a group of extra inputs which are named the state units. the number of state units and the number
of output units are the same. The state and output units have a fixed weight of +1' in their connection,
and learning occurs only within the input unit-hidden unit connection and the hidden unit-output unit
connection.

Back propagation methodology was used for the teaching of the Jordan topolgy. Therefore, applying
the general delta rule requires a couple phases: x (input) is introduced and transmitted through the
network during the first phase to determine the ypo (output) values for every node of the output.
Comparing to its target output, an error signal is generated by this output for each unit of output. In
the second phase, a reverse pass occurs through the network in which, each unit in the network
receives the error signal and the calculation of appropriate weight changes is done.
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For implementation of combinational logic, 2 types of ANN forward architectures have been used.
The first type was a neural network which is completely connected, feed-forward. The other type does
partition of the matter in independent sub-tasks which are lesser in size, and every sub-task is
implemented through an ANN. Figure 1 shows the first type. It is a network which is fully connected,
and depends on each input for obtaining each output. Figure 2, on the other hand, contains two
networks, one for each bit of the output.

As every network in Figure 2 considers a single output which is independent, the problem size is
required to be smaller, that allows less complexity in the neural networks and less time required for
training. The first type of network has a target of combining every output bit's training and, hence,
using lesser neurons and weights. The target of the second type of network was for each network to
reduce the number of patterns, hence, to reduce the neuron count and the training time.
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Figure 1: Fully connected network architecture
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Figure 2: Architecture for 1 network per output
To find an optimized solution, a method with the minimum energy is preferred. Even if the algorithm

of back-propagation does not find the very minimum always (i.e., the problem's easiest solution), the
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algorithm would be good enough for the training. There was an alteration in the algorithm that
weights were updated after each pattern was verified within the current repetition.

For chaos-based encryption and decryption of photos two separate keys generated from chaotic dual-
map. Two different stages are required for cryptography using this method from the different keys
created. Now to create a private key both the keys are EX-ORed with each other. Further this newly
created private key is again EX-ORed with the original image. The measures taken in the encryption
process are seen in figure 3.
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Figure 3: Architecture of the encryption algorithm

The process for encryption starts with entering an original photo of any size. Transform the original
photo into a gray scaled photo if the entered photo is a color photo. Now hold the values of gray
scaled photo into a 1-D array. Create two sets of private keys a; and a,can be obtained from the map

for any two different conditions in the early stage, i.e., the value of r and x;. Now two different stages
are required for cryptography using this method from the different keys created. Now to create a
private key both the keys are EX-ORed with each other. Further this newly created private key is
again EX-ORed with the original photo. Finally, an encrypted photo is obtained.For decryption of the
image, similar measures are taken, only difference is that this time in place of original image,
encrypted image is used and, in the end, the original image is obtained.

For implementation of chaotic neural network, The weights and external effects of an ANN are
obtained by a sequence which has a chaos nature. Such type of method are called CNN. Thus for
every iterative process, the weights and external efeects of the units in an ANN are adjusted according
to the binary set of sequence created using chaos based random sequence. Following steps are
followed for encrypting process using CNN:
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1) For any input in an unit one must first know the size of the input. Such size is being hold in a
variable. Let that variable be X.

2) Set the values of early conditions in the map.

3) From this create a chaos based sequence.

4) Now let us start a loop using a looping variable i, from 0 to X-1.

Let S(l) = ZIZ=0 di X Zk .................................. 1
for k=0to 7

1€(0,1,2,3,4,5,6,7)
—~ ifb(8i+k) =0,
% ifb(8i+k) =1,

end

for k=0to 7

d;c = f(2]7c=0 Wi * dk + Hk) ............. 3
end

To obtain the decrypted output, the similar sets of procedure can be followed. Only difference is that
yield obtained in equation 3 is given as input in s(i).

RESULTS AND DISCUSSION
Following are the results obtained after the implementation of sequential machine:

Using sequential machine, the serial adder was created as an example. Training is done by giving the
number of inputs, number of outputs, number of states, input values, state values and the expected
output values in different cases. Then, an error function graph was plotted by giving random inputs
and observing the deviation from expected outputs.

Figure 1

0 1000 2000 3000 4000 5000 6000 7000

Figure 4: The error function graph plotted after learning is completed
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In this graph (figure 4), the x axis represents the number of iterations and the y axis represents the
mean error (deviation from the expected output). It can be observed that the error value decreases as
the number of iterations increases.

Following are the results obtained after the implementation of sequential machine:

A comparative analysis is conducted between the architectures of type 1 and type 2 and the neural
network size needed for the design.
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Figure 5: Neural network (fully connected) Type-1 MSE

In figures 5 and 6, x axis represents the number of iterations and y axis represents mean square error

(MSE) of the ANN of types 1 and 2.
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Figure 6: One output per network Type-2 MSE
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From figure 6 it can be clearly seen that the neural network of type 2 looks for a lesser number of
patterns and thus reduces both the number of neurons and the training time.

It can be seen from figure 5 that the neural network when fully connected (type 1) has a goal of
combining training of all output bits and thereby using fewer neurons and weights. Hence, a trade-off
between training time and weights is made when choosing the network type-1 and network type-2.

Figure 7 (a) Figure 4 (b) Figure 4 (c)

Figure 4: (a) Image before encryption, (b) Image after encryption, (c) Image after decryption

The image shown in figure 7 (c) is the decrypted image formed by the keys K1 & K2 from the double
key logistic map. The original image cannot be produced if the wrong key is used. The original image
of is shown in Figure 7 (a). While the image displayed in figure 7 (b) is the encrypted image with no
relation to each other. Also, it is proved that the original image has no connection with the encrypted
one.
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1] 50 100 150 200
Figure 8 (a) Figure 8 (b)
Figure 8: (a) Histogram of the original image (b) Histogram of the encrypted image

Figure 8 displays the histogram in general. X axis represents the pixel values and Y axis represents
the frequency values. The original image is shown in figure 8 (a), whereas in figure 8 (b) it is the
encrypted image obtained after the proposed algorithm. After observing the histograms in figures 8 (a)
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and figure 8 (b), it was observed that the second plot proves to be a more uniform and flatter graph
than the first plot. Thus, it is concluded that the method proposed is secure. The correlation measure is
important for finding out the relationship in the image between adjacent pixels that shows the quality
of the algorithm proposed. The original images which are highly correlated have correlation
coefficient values nearly equal to 1 whereas for the encrypted images it is nearly 0.
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Figure 9: Pixel correlations for original and encrypted image

In figure 9, scatter plots are used in which pixel values of one band are displayed along x axis and
pixel values of another band are displayed along y axis. ‘Horizontal’ is the horizontal pixel
correlations for original image and ‘Horizontal En’ is the horizontal pixel correlations of encrypted
image. From figure 9, it can be seen that the linking between pixels of original image is higher than
that of encrypted ones which means there is no correspondence at all between the original and the
encrypted image.

Following are the results obtained after the implementation of CNN Based Cryptography:

A chaos network is a certain neural network, the weights of which rely on a chaotic pattern. The chaos
sequence relies heavily on the initial conditions, the parameters are set as p = 3.9 and x(0) = 0.75 .
When making an extensive search, it is very tough to decrypt the encrypted data accurately, without
knowing p and x(0). A sequence of 10 numbers (1234567 89 0) is given as input for encryption,
and the input variables for the chaotic network (n and x(0)) are used as indicated. The output is
obtained (155 151 157 136 168 109 215 8 106 211) and can clearly be seen in a chaos state. Then, the
output obtained after encryption is used for decryption.
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CONCLUSION
A technique is being implemented in this paper to construct plain and quick sequential and

combinational machine with the use of back propagation algorithm. ANN is a simple yet effective
method capable of emulating computing machines that are massively complicated. An analysis was
conducted between two distinct network topologies of the neural network, and their advantages and
disadvantages are listed. Different sequential and combinational logics which are complicated in its
own sense, is also being implemented with ANN.

It also examines encryption and decryption of photos two separate keys generated from chaotic dual-
map. Two different stages are required for cryptography using this method from the different keys
created and to create a private key both the keys are exclusive OR with each other. Further this newly
created private key is again exclusive OR with the original photo to obtain encrypted photo.
Computing MSE, spread of pixels and correlation by analyzing the performance of the proposed
method. The results depict a more consistent and flatter spread of pixels’ plot, with large MSE values.
The nearby pixel correlation is about zero and therefore there is no link between the two editions of
the photo obtained.

Chaos-based systems are highly responsive to variable of the system, and starting conditions also for
those unauthorized users without any access to keys these properties are also notable. Distortion-like
actions of these structures are the principal explanation for using these structures. However, several
features of chaos-based systems including less variables, coordination, and so forth cause
considerable cryptographic difficulties

In order to address the demerits of chaos-based system, it is proposed to combine methods of ANN
and chaotic cryptosystem where CNN combines the advantages of both systems which are criteria
such as key responsiveness and also to hide the connection between original message and encrypted
message in the reference to encryption/decryption can be satisfied by the properties of chaos-based
cryptography. The ability the greater level of architectural concurrency, to gather results from primary
diagnosis to unexpected circumstances, efficiency, and reliability are some of the perks achieved
through ANN. In a system it can be implement to identify the connection between the input and
output.
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