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ABSTRACT

Color images are some time used as a carrier which holds secret data, or sometime the image me be secret or has a
private nature, for these reasons it requires protection by applying encryption-decryption. In this research paper we will
introduce a very simple and highly efficient and secure method of image encryption. This method will be based on
selecting and using a large image as a private key. To destroy the encrypted image an extra constant will be used, this
constant will be enhancing the outputs of the proposed method and will be kept in secret.
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INTRODUCTION
Color digital images are one of the most common types of digital data circulated through various social media [37],
39], [40].
'[I'he] d[igit]al image may be of a personal nature or it may be confidential or carry confidential data or private secret
messages[21], [38], [42] embedded in it, which requires protection from hacking or protection from intruders, which
makes the importance of encrypting the digital image an urgent process[41].
Regardless of whether the digital image is secret or carries secret messages, it requires an encryption process for several
reasons, the most important of which are:
e Most of the methods of hiding confidential data in digital images, which are based on the least sinifican bit
(LSB) method, are not secure[16], [20], [21].
e The possibility that the text message is personal and contains private personal information[20], [23].
e The possibility that the digital image itself is secret or that it has a special character and is not allowed to
anyone who is not authorized to understand it[24], [25], [26].
e  Prevent the process of eavesdropping on text messages from spammers, regardless of the content of the text
messagep27], [28].
And for the previous reasons, it is imperative to provide a way to protect the text message from the risk of intrusion or theft
[27], [28], by destroying the message completely so that it becomes incomprehensible and unreadable and not even
without benefit to any third party that has nothing to do with the text message[29], [30]. The process of destroying the

text message is called the encryption process[22], [23], and it is usually carried out using one or more secret private
keys, as shown in Figure 1
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Figure 1: Image encryption-decryption process.

There are multiple ways to encrypt color image using international standards(data encrption standarad (DES) [16],[34],
advanced enncryption standard (AES))[35], [36], where these methods depend on the use of a private key, and some of
these methods are secure and some of them are not, and these methods require a long time for encryption and
decryption, especially if the text message is long, this time is required to acomplish some task suck as key generation,
rounds imaplementation and s-box implementation.

A good encryption-decryption method must satisfy the foloowing requirments:

Effeciency by maximizing the method throughput( manipulated characters per second), this can be achieved by
minimising the encryption-decryption times[24], [25].
High level of security: by protecting data, and not allowing hackers to recover the private key[26], [27].
Complete destruction of data during encryption by increasing the mean square error (MSE) between the
original message and the encrypted message[28], [29].
Retrieve the text message completely and without losing any data, so that MSE between the original message
and the decrypted message is zero[30]. [31].

Private(secret) key selection

Data security [35], [36] in the encryption method depends entirely on the private key used in the encryption_decryption
process, and the larger its size, the more difficult it is to find out this key by intruders[30], [31].

Most of the standard coding methods (based on DES and AES standards) use private keys of a specified length (for
example, 256 bits) and these methods have drawbacks, the most important of which are[32], [33], [34]:

The size of the private key is relatively small, which makes it possible to hack it.

Most standard encryption methods need time to generate the available or private keys.

Most of the standard methods require splitting a text message into a group of blocks, where the blocks are first
encrypted and then the encrypted message is re-checked from the group of encrypted blocks, which increases
the encryption time.

And to avoid the previous problems [35], [36], we suggest using a digital color phase that can be used as a master key,
taking into account the following important things:

The size of the digital color image used as a private key is large so that we can encrypt small and big color
images.

An agreement is made between the sender and the receiver on the digital image and each of them will preserve
it.

The digital image(private key) is not posted on social media.

Agreeing to use part of the image to encrypt any color image.

The possibility of replacing the digital image with another image if necessary.

The large size of the image and not knowing it at all will make the process of hacking the private key
impossible.

Color digital images [1], [2], [3] are one of the most common types of data circulating through social media and are
considered one of the most used types of data in many vital and important applications for several reasons, the most
important of which are [4], [5], [6]:

v Easy to obtain and without the lowest cost.[17].
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v Ease of processing.[18], [19]

v" The digital image provides an enormous volume of data that can be used for multiple purposes.
Digital color image is usually reperesented by a 3D matrix, 2D matrix for each color(red, green and blue colors)[7], [8],
these matices provide a huge data source which can be used in variouus applivation such as speech encryption-
decryption [9], [10] [11]], figure 2 shows an example of clor image and the associated histograms[12]:
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Figure 2: Huge color image(Private key) example and color histograms
The intensity of each color in RGB color image is within the range 0 to 255 [22], these values are not suitable for the
proposed here method of encryption-decryption, so we need to convert the images from RGB color images to YIQ
images, these images will have the intensity range within 0 and 1 [13], [14], [15] as shown in figure 3:
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Figure 3: YIQ image
The proposed method of image encryption_decryption

The proposed method achieves a high level of data security and protection through the use of a large-sized[16], [17],
colored digital image, which makes it difficult to detect because it is not sent, and this in turn eliminates the idea of
generating the secret key in traditional methods, which increases the speed of encryption and decryption. In addition,
the image to be encrypted, regardless of its size, is encrypted in one go, and this in turn leads to raising the efficiency of
the method by reducing the time required for encryption and decryption.

The proposed method can be used to treat images with variable size starting from small images and ending with images with
size equal the used color image as a private key, here we can select a part from the image key with size equal image size

and apply adding .

The proposed method for encryption as shown in figure 4 can be implemented applying the following steps.
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Figure 4: Encryption process diagram

1) Initial Step:
This step will be processed one time( every time we select an image as a private key), here the sender and reciever must
agree on the image to be used as a private key for encryption-decryption, convert the image key to Y1Q image.
2) Get the image to be encrypted.
3) Covert the image to YIQ image
4) Retreive the image size.
5) Select a part from the image key with size equal the image(to be encrypted) size.
6) Add the selected part to the image to get the encrypted image.
7) Convert the encrypted image back to RGB image.
To increase MSE and to decrease PSNR betwwen the original image and the encrypted one we can select a secret connstant
to be added with the image key part to Y1Q image as shown in figure 5:

YIQ image

RGB color image :Key

Image part

Image to be encrypted YIQ image
- Encrypted image

Constant

Figure 5: Encryption by adding a secret constant
The decryption process as shown in figure 6 will be implemented applying the following steps:
1) Get the image key.
2) Convert the image key to YIQ image.
3) Get the the encrypted image.
4) Convert the encrypted image to YIQ image.
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5)
6)
7)
8)
9)

Retreive the image size.
Select a part from the image key with size equal the image(to be encrypted) size.
Get the secrete constant.
Subtract the selected part and the constant from the encrypted image to get the decrypted one.
Convert the decrypted image back to RGB image.

RGB color image :Key

Encrypted image

YIQ image

I

Constant

Image part

YIQ image

Decrypted image

Figure 6: Decryption process diagram

Implementation and experimental results
Petra city (Jordainian city) image shown in figure 2 was selected to be used as a private key, the image size is 1071 * 1600*
3, which is equal 5140800 bytes, this image can be used to encrypt_decrypt images with sizes up to 5 M bytes.
The proposed method with the selected image key was implemented using deffirent images and without using the secret
constant, figure 6 shows an image example, while table 1 shows the obtained experimental results:
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Figure 6: Implementation output sample
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Table 1: Results of implementation withot using secret constant
Image key :Size=1071 *1600*3=5140800

ISSN: 2456-9348

Impact Factor: 4.520

Image number Size(byte) Between original and encrypted Betrween original and
decrypted

MSE PSNR MSE PSNR Encryprtion-
decryption

time(seconds)
1 151875 0.0443 41,7115 0 Inf 0.014000
2 150738 0.0449 38.7655 0 Inf 0.014000
3 151050 0.0450 42.3375 0 Inf 0.014000
4 150750 0.0446 40.6817 0 Inf 0.014000
5 150975 0.0437 40.5875 0 Inf 0.013000
6 151680 0.0427 40.8994 0 Inf 0.015000
7 151515 0.0453 41.9991 0 Inf 0.014000
8 150975 0.0453 39.3903 0 Inf 0.014000
9 151218 0.0452 40.7869 0 Inf 0.014000
10 151008 0.0453 42.6509 0 Inf 0.015000

To decrease PSNR and to increase MSE between the original image and the encrypted one we can use a secret contanat to
be addedd when encrypting and subtracted when decrypting, figure 7 shows an ouput implementation, while table 2
shows the obtsined experimental results:

Key image

b
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Y1Q OR. image

@

Figure 7: Sample output using secret constant
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Table 2: Results of implementation using secret constant=5
Image key :Size=1071 *1600*3=5140800

Image number Size(byte) Between original and encrypted Betrween original and
decrypted

MSE PSNR MSE PSNR Encryprtion-
decryption

time(seconds)
1 151875 26.3461 5.3122 0 Inf 0.014000
2 150738 26.3614 4.6304 0 Inf 0.014000
3 151050 26.3659 5.5057 0 Inf 0.014000
4 150750 26.3539 5.0704 0 Inf 0.014000
5 150975 26.3342 5.0064 0 Inf 0.013000
6 151680 26.3448 5.0198 0 Inf 0.015000
7 151515 26.3750 5.4304 0 Inf 0.014000
8 150975 26.3772 4.7914 0 Inf 0.014000
9 151218 26.3732 5.1230 0 Inf 0.014000
10 151008 26.3818 5.6009 0 Inf 0.015000

Defferent images with defferent ranges of sizes were used by the propoposed method, table 3 shows the the obtained
experimental results using secret constant with value equal 1.5:
From table 3 we can see that the values of MSE and PSNR are good, and the proposed method meets the requirments
of destruction the original imgae when encrypting and fully recovering the image when decrypting.
Table 3 : Results of encryption_decryption various images :K=1.5

Image number Size(byte) Between original and encrypted Betrween original and
decrypted

MSE PSNR MSE PSNR Encryprtion-
decryption

time(seconds)
1 3686400 2.8629 13.7429 0 Inf 0.120000
2 3686400 2.8629 13.1417 0 Inf 0.119000
3 150849 2.6767 13.6905 0 Inf 0.013000
4 77976 2.6628 14.0842 0 Inf 0.012000
5 518400 2.7102 13.4645 0 Inf 0.026000
6 4326210 2.8904 12.9727 0 Inf 0.139000
7 122265 2.6815 12.6475 0 Inf 0.013000
8 518400 2.7102 13.5090 0 Inf 0.025000
9 150975 2.6949 13.9187 0 Inf 0.015000
10 150975 2.6949 13.4247 0 Inf 0.014000

An image with size equal 4326210 byte was selected and encrypted_decrypted using various values of secret constant, table
4 shows the obtained experimental results:
Table 4: Encrypting_decrypting an image using various values of the secret consant

k MSE PSNR

1 1.4529 16.5124
1.5 2.8904 12.9727

5 26.9530 5.2565
10 103.8282 2.8535
20 407.5785 1.4920
30 911.3287 1.0102
50 2518.8 0.6139
75 5653.2 0.4119
80 6430.1 0.3864
100 10038 0.3099
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From table 4 we can see that increasing the value of the secret constant will decrease the value of PSNR between the
original image and the encrypted one, at the same time it will increase the MSE value between the two images, figure 8
shows the relationship between the constant value and MSE, while figure 9 shows the relationship between the constant

value and PSNR.
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Figure 8: MSE and the secret constant
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Figure 9: PSNR and the secret constan
Conclusion

A simple and highly secure method of color image encryption-decryption was proposed, tested and implemented. The
obtained experimental results showed that the proposed method is efficient, requiring small time for
encryption_decryption, very secure by using large color image and constant as a private keys. The private secret
constant was used to apply fully distrction of the encrypted image making it un understandable by decresing PSNR and
increasing MSE between the original image and the encrypted one.

The proposed method is very flixible and we can change the image key and the constant value any time we want by making
an agreement between the sendedr and the reciever.
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